




iOS and Android



Presenter
Presentation Notes
Uses networks to locate devices. Wireless networks are everywhere. And Google knows where they are
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Presentation Notes
WIFI uses sig strength and approximate loc of wifi access points to locate device 
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DATA, estimated location and confidence
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How this data is mapped
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See movement and location
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Presentation Notes
Can be useful, but is key to Geofence. Without LH you cannot be captured in the fence
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Drawing the Fence
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What time I 
entered the 
Geofence.

What time I 
left the 

Geofence.

Various data 
points within 
the Geofence

Only one data 
point.

300m Wi-Fi 
Map Display 

radius.

What is 
location 

history???
Anonymous #??
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Presentation Notes
Step 1 only shows activity in/around the fence
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Only 6 users were searched, right? 
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Contextual Data
Location Identity



2 Providing context to the movements 
of those in the Geofence



2 Providing context to the movements 
of those in the Geofence



2 Providing context to the movements 
of those in the Geofence



2 Selecting those from Step 1 for
Contextual Data

Presenter
Presentation Notes
LE chooses what they choose. This is a search issue, no judge involved. Lawyers listen up.
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2 Remove Geographical Boundaries
Expand the Time of the Search

Presenter
Presentation Notes
Often expanded up to an hour on each side of the original search time. No geo boundaries. Will see movements before and after the geofence. 

















2
WorkPlace of 

Worship

Kids? Home

Presenter
Presentation Notes
Protected (4th amend) spaces. 
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Presenter
Presentation Notes
ISSUES: Errors, false pos. we can see in the data when this occurs. We see this in cases with multiple step 2 users



Low Confidence or erroneous latitude 
and longitude estimates can cause users 
to be captured by the geofence, though 
they never entered the fence. 

Presenter
Presentation Notes
Errors, false pos



Low Confidence or erroneous latitude 
and longitude estimates can cause users 
to be captured by the geofence, though 
they never entered the fence. 

Step 2 data can be very revealing about 
the user and aids in determining if false 
positives occurred. 
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Presentation Notes
Errors, false pos
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Reveal User 
Identity
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Presenter
Presentation Notes
LE makes the final selection. NFL draft
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3 What is Revealed? 



3 Search Warrants for All Account Data 
and Location History Requested

Presenter
Presentation Notes
This leads to more warrants. FB, insta, CDR’s anything everything





1 2 3
Excel 

Spreadsheets

Location1.csv

Excel 
Spreadsheets

Location 
Supplemental.csv

Key Identifying 
both Anonymous 

ID and User ID

Presenter
Presentation Notes
Data you should have in disco





Presenter
Presentation Notes
We need to know when LH was activated, this is how we learn how it was activated. 



Presenter
Presentation Notes
We need a takeout to see the starting date of the account and hopefully the start of LH too





We need all maps created by LE Analyst

Presenter
Presentation Notes
Maps created about the analysis, can tell a lot about how they chose step 2 and 3 people. Decision making and email request info
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